Nghién citu

MO HINH CO SO DU LIEU PHAN QUYEN NGUOI DUNG
UNG DUNG TREN WEBATLAS TAY NGUYEN

NGUYEN TRUONG XUAN®, POAN KHANH HOANG!, TRAN THI HAI VAN®
LE THI KIM THOA®, NGUYEN DIiNH KY®
O Trwong Pai hoc M6 - Dja chét
@Vién Dija ly, Vién Han lam Khoa hoc va Céng nghé Viét Nam

Tém tat:

Bai bao nay gidi thiéu quy trinh phan tich va thiét ké mé hinh co s& di liéu phan quyén
nguoi dung tng dung ép dung cho xay dung va st dung WebAtlas Tay Nguyén. Ban thiét
ké st dung mé hinh di¥ liéu quan hé va chuén co s& di¥ liéu mire 3. Bai béo cdng trinh bay
khai quéat vé thuat todn ma héa MD5 duoc teng dung trong méa héa mat khéu nguoi dung,

dam béo an toan cho hé théng.
1. Dat van dé

WebAtlas Tay nguyén 1a mét hé théng
web trong d6 can lwu trir va khai thac mot
lwong di¥ liéu rat I&n lién quan dén co sé div
liéu nén dia ly va cac co sé di liéu chuyén
dé lién quan nhiéu cac linh vuc tai nguyén
thién nhién, méi trwdng, kinh té-xa hoi cla
khu vwc Tay Nguyén. Bén canh d6, dbi
twong ngudi dung cdia hé thdng ciing rat da
dang, tr ngwdi dung cdng déng nhu ngudi
dan, doanh nghiép, khach du lich, nha dau
tw, . . . dén cac nguoi dung cé chuyén moén
la cac can b6 cla cac sé&, ban nganh, cac
cép lanh dao va cudi cung 1a cac quan tri
vién, nhirng ngudi duwoc giao quyén quan tri
website cling nhw quan ly co sé& di liéu.

Vi vay van dé quan ly va phan quyén
ngudi dung la hét sirc quan trong trong hé
thédng WebAtlas Tay Nguyén. Dbi véi van dé
phan quyén s dung, hé théng phai dwoc
phan quyén mét cach chat ché cho tirng
nhom ngwdi dung, méi ngwdi dung sé thude
moét nhém nguwdi dung nhat dinh, va moi
nhém ngwéi dung chi dwgc phép thyc hién
cac chirc nang han ché phu hop véi nhu
cau quan ly va khai thac dir liéu trén
WebAtlas. Diéu nay s& dam bao ngén chan

Ngay nhéan bai: 03/11/2015

dwoc cac truy cap khong dwoc phép ciing
nhw viéc quan ly va s&r dung khong bi xung
dot.

Pé thyc hién dwoc y twdng nay, chung ta
can st dung “M6 hinh di¥ liéu quan hé”. Bén
canh dé co s& di¥ liéu ngudi dung ciing can
dwoc thiét k& & mrc chuan co s& di liéu
cao - chuan 3 dé tranh dwoc cac van dé nhw
dw thtra di liéu va bat thuwdng, xung dot di
liéu xay ra.

Bai bao nay sé trinh bay mé hinh thiét ké
co s& di liéu ngwdi dung va phan quyén
nguwoi dung cho ng dung WebAtlas Tay
Nguyén thudc dé tai “Xay dwng Co s& div
liéu GIS va Atlas dién t&r tong hop ving Tay
Nguyén”, Chuwong trinh Khoa hoc trong
diém cap Nha nuwéc “Khoa hoc va Céng
nghé phuc vu phat trién KT-XH vung Tay
Nguyén giai doan 2011-2015”.

2. Khao sat hé théng

2.1. Cac nhém ngwoi dung cua hé
thong

Theo m6 hinh rng dung, ngwoi st dung
hé thong dwgc phan thanh 3 nhém chinh
sau:

Ngay chép nhan dang: 16/11/2015
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Céng dbéng: 1a cong dong nguodi st
dung internet twong tac véi giao dién hién
thi ban dd Atlas.

Nguwoi dang: 1a can bd quan ly cac cap
cla s&, ban, nganh dwoc cip tai khoan va
mat khau dé truy cap vao phan quan tri
website va quan tri co s& dir liéu.

Quan tri vién: la nhirng ngwoi quan tri
website va quan ly co sé& dir liéu.

(Xem hinh 1)

Chi tiét phan quyén cho 3 nhém nguoi
dung trén nhuv sau:

a. Nhém chirc ndang céng déng

+ C4c chirc nang twong tac véi ban doé:
Phéng to, thu nhd, nhin toan génh, di
chuyén, bat t&t I&p ndi dung ban db.

+ Chtrc nang xem théng tin thudc tinh.

+ Do khoéng céach cac doi twong trén
ban do.

+ Chirc nang in an.
+ Xem trinh dién Media, xem biéu d6.

b. Nhém chdec nang danh cho nguwoi
dung

Bao gébm cac chirc nang nang cao vé xir
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Hinh 1: Danh séch nguoi dung hé théng

ly di¥ liéu, trinh bay, tao ban d6 trén phan
mém ArcGIS Desktop (danh cho can bd
dwoc dao tao vé GIS) va cac chirc nang co
ban khac dwoc xt ly théng qua giao dién
website Atlas dién t& nhu:

+ Chlrc nang thém mai déi twong: thém
mao&i c‘éc doi tujo’ng thuéc cac Iop div liéu
ban do dang hién thi.

+ Chinh stra (cap nhat) dbi twong: cap
nhat theo dir liéu thudc tinh, cap nhat theo
dir liéu khéng gian cuia dbi twong.

+ Chlrc nang x6a ddi twong: x6a cac ddi
twong, x6a cac lop dir liéu & ban do chuyén
dé ma minh cé quyén xoa.

+ Chirc nang xuét bao céo cho cac cap
lanh dao trong viéc ra quyét dinh: Tao cac
bao cao tr di¥ liéu thudc tinh theo mau, moi
ban d6 chuyén dé sé c6 mau bao céo riéng.

c. Nhém chire nang danh cho quan tri
vién

Quan tri website: bat, tat, xda, thém mai,
chinh stra cac dich vu phuc vu website Atlas
dién tir.

Quan tri co s& di liéu, phan quyén truy
cap co s& di liéu: quan tri vién dwoc phép
can thiép vao moi thanh phan ctia hé théng
co s& di¥ liéu, tao phan quyén cho phép
khai thac st dung mét phan, mét vai phan
hoac toan b co s& dir liéu.

2.2. Co’ ché xac thwe ngwei dung

Hién nay c6 rat nhiéu co ché xac thuc
ngudi dung phd bién, vi du nhw bang sinh
trdc hoc, bang giong ndi, bang mat khau.
Déi voi hé thdng Atlas dién tr Tay Nguyén,
phuwong phap xac thyc lwa chon & day la st
dung mat khau. Tuy nhién d& dam bao tinh
an toan, mat khau phai dwoc ma hoa truéc
khi lwu & may chud; phwong phap ma héa
Iya chon & day la str dung ham BAM MD5
dwoc trinh bay & muc 2.3. (Xem hinh 2)

Sé c6 hai loai nguoi dung can phai xac
thwe khi truy cap st dung hé théng 1a can
bd quan ly cac cap cuia cac s& ban nganh
va quén tri vién. M&i nguoi dung sau khi
dwoc xac thwe va truy cap vao hé théng, sé
can cr vao dir liéu vé phan quyén twong
trng v&i ngwoi dung dé duoc lwu trong co
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s& dir liéu hé théng ma sé co thé truy cap
va str dung cac chirc nang twong rng

2.3. Thuat toan ma héa MD5

DPé& dam bao an toan cho hé théng, mat
khdu clia ngwdi dung cdn dwoc ma hoda
trwére khi dwoc lwu vao co s& div liéu. Muc
dich cla viéc ma héa nay la bién déi mot
chudi mat khau thanh mét doan ma khac,
sao cho tir doan ma doé khong thé nao lan
trd lai mat khau. Co rat nhiéu phwong phap
ma hoa, tuy nhién & day nhém tac gia Iyva
chon phuwong phap MDS(Message-Digest
algorithm 5 - giai thuat Tiéu héa tin 5). Bay
la mot ham BAM dé ma hoa véi gia tri BAM
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Hinh 2: Co ché xac thuc nguoi dung hé
théng WebAtlas Tay Nguyén

la 128bit.

Thuéat toan m& hoa MD5 c¢6 thé dwoc md
ta nhu sau:

Input. Thong diép (van ban) cé dé dai
tay y.

Output. Ban BAM, dai dién cho théng
diép gbc, dd dai cb dinh 128 bit.

Gia st déu‘véo la mét xau a cé do dai b
bit (b c6 thé bang 0)

Buwdrc 1: Khdi tao cac thanh ghi

Cé 4 thanh ghi dwoc s dung dé tinh
toan nham dwa ra cac doan ma: A, B, C, D.
Ban tém Iwoc clha thong diép dwoc xay
dwng nhw sw két ndi clia cac thanh ghi. Méi
thanh ghi cé d6 dai 32 bit. Cac thanh ghi
nay dwoc khéi tao gia tri hecxa.

word A: =67 45 23 01
word B:=EF CD AB 89
word C:=98 BA DC FE
word D:=10 32 54 76
(Xem hinh 3)
Buwéc 2+3:

X0 ly théng diép a trong 16 khéi word, c6
nghia la xt ly cung mét luc 16 word = 512
bit (chia mang M chiva doan ma géc thanh
cac khéi 512 bit, dwa tirng khéi 512 bit do
vao mang TI[j]). Méi lan x& ly moét khdi 512
bit. Lap lai N/16 1an (N la do dai ciia mang
M)

Buwérc 4: Thyc hién bdén vong BAM

Céacvong 1, 2, 3 va 4 dung twong trng ba
ham F, G, H va |. M&i ham nay la mot ham
boolean tinh theo bit. Chung dwoc xac dinh
nhw sau:

F(X, Y, Z)=(XY)((X) 2)

GX,Y,2)=(X2Z) (Y (2)

HX,Y,Z)=XYZ

I(X,Y,Z2)=Y (X(2))
Buwéc 5: Output

Két qua ra |a doan ma co do dai 128 bit,
duwoc thu gon tir thong diép a ¢6 dé dai b
bit. Poan ma nay thu dwoc tir 4 thanh ghi A,
B, C, D: bat dau tir byte thap ctia thanh ghi
A cho dén byte cao cua thanh ghi D.

3. Phan tich co s& dir liéu ngwei dung

3.1. M6 ta cac doéi twong div liéu

Dé quéan ly va phan quyén nguoi dung,
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cac dbéi twong div liéu sau cla hé théng
quan ly WebAtlas Tay Nguyén c6 lién quan:

+ ‘Nh()m ngwoi dung: bao gém cac th(‘?ng
tin vé cac nhom ngwdi dung clia hé thong
(Tén nhém, Mo ta . . ).

+ Danh muc chirc nang: bao gébm cac
théng tin v& cac nhém chirc ndng chinh cla
hé thdng (Tén chirc nang, Dbi twong hé
thédng twong (rng, M6 ta, . . .). Dwa vao
danh muc nay dé phan quyén chrc nang
twong wng cho nhéom nguwdi dung twong
ng.

+ Nguwoi dung: bao gém céc théng tin vé

ngudi dung hé théng (Username,
Password, Ho va tén, Bon vi cbng tac,
Email, Bién thoai, . . .)

+ Phan quyén: bao gom cac thong tin
lién quan dén chirc nang nao duwgc gan voi
nhom ngwoi dung nao.

3.2. Xay dwng lwoc dd Thwe thé lién
két

Tw phan tich va mé ta & trén, chung ta
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Hinh 3: Qua trinh xc ly trong mét vong cua
thuat toan MD5

xay dwng dwoc md hinh thuc thé lién két
nhw hinh sau: (Xem hinh 4)

4. Thiét ké co s& dir lieu ngwei dung

4.1. Thiét ké logic cac bang div liéu

T& md hinh thuc thé lién két trinh bay &
muc 3.2, chiing ta chuyén d6i sang mé hinh
thiét ké logic gdm cac quan hé (bang) sau:

NhomNguoiDung(ID, TenNhom, Mota)

NguoiDung(ID, TenDangNhap,
MatKhau, HoTen, Donvi, Email, DienThoai,
ID_Nhom, LanTruyCapCuoi, GhiChu)

DMChucNang(ID,
DoiTuongHT, Mota)

PhanQuyen(ID_Nhom, ID_ChucNang)
4.2. Thiét ké vat ly cac bang vat ly

TenChucNang,

Ban thiét k& & murc logic sé duwgc cu thé
hoéa bang ban thiét ké & mic vat ly nhu sau
(str dung cai dat trén hé quan tri co s& dir
lieu SQL Server 2008). (Xem bang 1,2,3,4)

4.3. Cai dat thiét ké bang ngén ngir
SQL

Bang: NguoiDung

Create Table NguoiDung

Nhom nguoi ding Phin quyén
D Nhom ngeoi ding
Tén nhoém / Chie nang
Mo ta nhom .

Gan \

vl

Gin /
Thuge véi
Chia DM Chitc nang
Nguoi ding D
Ténchic ning

Tén ding nhip Doi tuomg hé thong
Mit khiu Motd
Ho tén
Bom vi cong tac
Email
Dién thoai ;
Lan truy cdp cudi
Ghi chi

Hinh 4: M6 hinh thuc thé lién két hoan
thién
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(
ID smallint IDENTITY(1,1) NOT NULL,

TenDangNhap nvarchar(20) NOT NULL,

MatKhau nvarchar(20) NOT NULL,
HoTen nvarchar(30) NOT NULL,
DonVi nvarchar(50),

Email varchar(20),

LanTruyCapCuoi datetime NOT NULL,
ID_Nhom smallint NOT NULL,

GhiChu nvarchar(100)

Constraint FK_Nguoidung foreign

key(ID_Nhom ) references
NhomNguoiDung.ID

)

Bang: NhomNguoiDung

Create Table NhomNguoiDung

(

ID smallint IDENTITY(1,1) NOT NULL,
TenNhom nvarchar(20) NOT NULL,
Mota nvarchar(50)

)

Bang: DMChucNang

Create Table DMChucNang

(
ID smallint IDENTITY(1,1) NOT NULL,

TenChucNang nvarchar(20) NOT NULL,

DoiTuongHT nvarchar(20) NOT NULL,
Mota nvarchar(50)

)

Bang: PhanQuyen

Create Table DMChucNang

(
ID_Nhom smallint NOT NULL,

ID_ChucNang smallint NOT NULL,

Constraint FK_ChucNang1 foreign
key(ID_Nhom) references
NhomNguoiDung.ID,

Constraint FK_ChucNang2 foreign
key(ID_ChucNang) references
ChucNang.ID

)

3. Két luan

N&i dung trinh bay trong bai bao da dwa
ra mot s6 khai niém vé thiét ké co s& di liéu
cing nhuw mé hinh thiét ké va cai dat thiét ké
co sé di¥ liéu ngudi dung va phan quyén st
dung trong quan ly va khai thac b6 Atlas
dién t& Tay Nguyén. N6i dung nhdm giai
quyét dwoc cac van dé sau:

- Phan tich bai toan quan ly ngwoi dung
va phan quyén dbéi voi hé théng WebAtlas
Tay Nguyén

- Pwa ra md hinh thié‘t ké co s& di¥ liéu
ngwoi dung va phan quyeén.

- Cai dat mo hinh thiét ké bang ngén ngir
SQL.

Trén co sé& ndi dung dworc trinh bay trong
bai bao, nguwoi cai dat va trién khai hé thdng
c6 thé cai dat co s& dir liéu ngudi dung trén
hé quan tri co s& dir liéu dé xuat la SQL
Server 2008. T d6 c6 thé sir dung dé lwu
triv quan ly, phan quyén ngudi dung. Hon
nira, ngwdi phat trién phdn mém co thé xay
dwng cac chirc ndng quan ly phan quyén
lien két v&i co s& di liéu trén.

Bén canh d6, va&i viéc ap dung moét ban
thiét ké co sé dir liéu theo chuan dé quan ly,
phan quyén ngudi dung, sé& dam bao viéc
quan ly va khai thac st dung hé théng
WebAtlas khong bi xung dét va chéng chéo
cling nhw dam bao tinh bao méat cho théng
tin trén hé théng.Q

20
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Bang 1: NguoiDung

TT| Teén trwong Kiéu DL  |Chiéu dai[Nulls Dién giai Ghi chu
1 D int 4 ID tw tdng cha ngwoi st dung
2 | TenDangNhap varchar 20 Tén dang nhap cla nguwdi dung
Mat khau nguoi dung; mat khau
3 MatKhau varchar 20 nay dwgc ma hoa dung ham MD5
4 HoTen nvarchar 30 Ho tén ngwdi dung
5 DonVi nvarchar 50 Pon vj céng tac
6 Email varchar 30 x | Bia chi Email
7 DienThoai varchar 20 x | Dién thoai
8 [LanTruyCapCuoi| Datetime 8 T_hm d'e:m CUOI cung Nguo dung
dang nhap vao hé thong
9 ID Nhom smallint 5 ,ID ctia nhém ngwéi dung twong Kho:a.
- (rng ngoai
10 GhiChu nvarchar 100 X Qac thong tin khac cua nguoi
dung
Bang 2: NhomNguoiDung
TT Tén truvong Kiéu DL |Chiéu dai[Nulls Dién giai Ghi chu
1 ID int 4 ID tw tang ctia nhém ngwi dung
2 TenNhom nvarchar 20 Tén clia nhom
3 MoTa nvarchar 50 « Mo ta so lwvgc vé nhém ngudi
dung
Bang 3: DMChucNang
TT Tén trwdng Kiéu DL  |Chiéu dai[Nulls Dién giai Ghi chu
1 ID int 4 ID tw tang cla chlrc nang
2 | TenChucNang nvarchar 20 Tén clia chirc nang
3 DoiTuongHT nvarchar 20 Ten cua d_OI :tu’o’ng henthong tong
trng. Vi du: tén form, tén menu...
4 MoTa nvarchar 50 « Mo ta so lwvgc vé nhém nguoi
dung
Bang 4: PhanQuyen
TT| Téntrwong Kiéu DL  |Chiéu dai|Nulls Dién giai Ghi chu
1 ID_Nhom int 4 ID ctia nhém nguwoi dung
2 | ID_ChucNang int 4 ID cda chirc nang

(Xem tiép trang 27)
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