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XAY DUNG HE THONG GIAM SAT TRUQT LO
TREN CONG NGHE MA NGUON MO

NGUYEN MAI DUNG, PINH BAO NGQC
Khoa Céng nghé thong tin, Trieong Pai hoc M6 - Dia cht

Tom tit:

Viéc cung cdp cdc tham s6 lién quan dén méi truong nhw dé am, nhiét d, lwrong mura la hét su’c
can thiét trong céng tdc gidm sdt va canh bdo cdc nguy co thién tai nhu lii lut, sat I dat. Yéu té
quan trong trong viéc giam sat, canh bdo sém dén tir vin dé cung cdp thong tin kip thoi va nhanh
nhdt c6 thé. Bai bdo ndy cung cap gidi phdp thiét Idp hé thong thu thip dir liéu méi trieong theo thoi
gian thue, dong thoi cung cdp dich vu chia sé dir lidu t6i cdc iing dung khdc dudi dang API
(Application Programming Interface). Hé thong dwoc xdy dung trén cong nghé ma nguon mé voi
viéc thiét ldp hé thong server trén nén tang NodeJS, hé quan tri co s¢ dir liéu PostgreSOL. Ngodi
ra, bai bdo con gidi thiéu gidi phdp givi thong tin canh bdo t6i ngwoi sie dung trén thiét bi di dong
théng qua nén tang pusher trén ngay iing dung website, cdc thiét bi di dong hodc qua tin nhdan SMS
trén dién thoai. Hé thong duwoc thiét ké la thanh phan trung tam giiip két néi giita phin hé thiét ké
hé thong thu thdp dit liéu moi trieong va phdn hé sir dung hoc mdy dé tro givip phan tich dir liéu dwa

ra canh bao cdc tai bien thién nhién va moi truong.

1. Pit van dé

Céac ung dung WebGIS hd trg cong tac giam
sat cac tai bién thién nhién va moi truong ngay
cang phat trién va hd trg tot cho cac co quan
quan ly trong viéc phat di cac canh bao tdi nguoi
dan ¢ cac khu vyc c6 nguy co xay cao xay ra cac
tai bién thién nhién va méi truong. Vi du cu thé
1a Hé thong giam sat thién tai Viét Nam [1], cong
thong tin trugt 16 Tinh Quang Nam [2]. Tuy
nhién, cac hé thong nay déu co diém chung: (1)
Chua cung cip hodc chia sé¢ dit liéu cho cac hé
thong khéc; (2) Chua cung cip cac canh bao
trugt 16 theo thoi gian thyc duédi dang tin nhin
hodc thong bao tdi nguoi st dung. (3) Cac vi tri
canh bao, cép canh bao van do ngudi quan tri
cap nhat chua thyc hién mdt cach ty dong.

Hién nay c6 rat nhiéu cac nha cung cdp cac
phan mém cing nén tang céng nghé cho phép
xay dung cac he thong WebGIS nhu hing ESRI
v6i viée cung cip giai phap xdy dung hé thong
WebGIS mot cach toan dién, tir cung cip céc
phan mém bién tap, phan tich dir liéu va ban d6

v6i bd phan mém ArcGIS desktop cho dén céac
giai phap két néi luu trir dir liéu da dang véi cac
hé quan tri co s¢ dit li¢u nhu SQL Server,
PostgreSQL thong qua ArcSDE. Ngoai ra, ESRI
con cung cap giai phap may chu GIS cho phép
cung cap cac dich vu ban d6 phuc vu da nén tang
tir cac thiét bi di dong, website cho tdi cac phan
mém trén may tinh. Dé phuc vu cho cic ung
dung thoi gian thyc ESRI ciing cung cép giai
phap GeoEvent mdt giai phdp md rong cua
ArcGIS Server cho phép cap nhat trang thai cac
dbi tugng theo ddi theo thoi gian thuc. Tuy
nhién, nhuoc diém 16n cua hé thdng do ESRI
cung cap 1a chi phi ban quyén 16n va trong qué
trinh phat trién van doi hoi nguoi dung can co
kién thirc vé GIS va kha nang lap trinh. Ngoai
ESRI con ¢6 cac cong nghé cung cp giai phap
luu trir va phan phdi dich vu ban do khac nhu
GeoServer hay MapServer, mic du ca hai nén
tang ndy déu mién phi tuy nhién viéc cai dat, cau
hinh va doi hoi kha nang lap trinh van 1a nhugc
diém 16n v6i nguoi phat trién cac trang WebGIS.

Viéc quan tri dit liéu cling nhu dich vu ban d6
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1a van dé can quan tdm voi tat ca cac hé thong
WebGIS. H1en nay voi ca cong nghe thuong mai
ban quyén ESRI va mid ngudn mor nhu
GeoServer va MapServer déu cung cip viéc
quan tri dit liéu va dich vu ban dd trén hai thanh
phﬁn riéng r€. Vi du voi ESRI, viée quan tri dich
vu ban d6 duge thiét lap trén ArcGIS Server va
viéc quan tri dir li¢u st dung SQL Server hodc
cac phan mém khac nhu ArcGIS desktop. Véi
cac cong nghé ma ngudn md nhu GeoServer va
MapServer cling tuong tu voi viéc quan tri dich
vu ban d6 va dit lidu riéng r&. Van dé duoc dit ra
can c6 sy quan Iy tap trung cho ca dit liéu va dich
vu ban d6 nham giam chi phi thiét 1ap, cai dat,
quan tri.

Céc hé thdng giam sat thién tai tai Viét Nam
hién nay van thiéu di tinh phan phdi théng bao
cac canh bao td1 nguoi dung cling nhu dua ra cac
canh bao khi nguoi dung di chuyén vao cac khu
vuc nguy hiém.

Hé théng giam sat cac tham s6 méi truong
theo thoi gian thuc duoc xay dung dé giam thiéu
céc nhuge diém cia cac hé thng va cong nghé
néu trén. Hé théng dugc phat trién trén cac cong
nghé ma nguoén mé nhu NodelS két hop voi hé
quén tri co s& dit 1iéu ma nguén mé PostgreSQL.
Ngoai ra, cac thu vién nhu Socket.io hay Pusher
dugc su dung cho phép xdy dung cac canh bao
gt nhan thong bao theo thoi gian thuc dugc. HE
thong dugc xdy dung ¢ cac chic niang chinh
sau:

+ Luu trir dir lidu dugc guri vé tir cac hé thong
cam bién ngoai hién trudong

+ Chia sé dit liéu dudi dang GeoJSON qua
cac API (Application Programming Interface).

+ Cung cip cac chirc nang giri thong bao t6i
cac Ung dung trén cac thiét bi di dong hoac qua
nén tang web

+ Hién thi ban dd cung cac cong cu thao tac
vdi cac doi tuong trén ban do, cac bieu do thong
ké dir lieu dugc thu thap.

2. Co s6 1y thuyét va phwong phap nghién
ciru

2.1. Co 56 Iy thuyét

Theo tim hiéu ctia cic gia hién quy trinh chia
s¢ dir liéu cac h¢ thong GIS hién nay thuc hién
theo so d6 dudi day: (Xem hinh 1)

Dir liéu sau khi dugc bién tap dudi dang
shapefile hodc geodatabase s& duoc tai 1én may
chu va luu trlr dudi 2 hinh thace: (1) Luu tri
trong cac thu muc trén may chu; (2) Luu trit trén
cac hé quan tri co s& dir liéu. Dbi voi cong nghé
ESRI sir dung hé théng may chi GIS ArcGIS
Server, dit liéu duogc Iuu trir trén hé quan tri co
so dir liéu SQL Server thong qua ArcSDE va
dudi dinh dang geodatabase. Vai GeoServer st
dung thu muc dé luu trir dir liéu hodc st dung
PostgreSQL dé luwu trir dir lieu, dic diém cua
PostgreSQL chi cung cip cong cu cho phép nhap
dir liéu ¢ dinh dang shapefile vao co s¢ dir li¢u.
Ngoai ra, ca hai cong nghé ESRI va GeoServer
chia sé dit liéu thong qua viéc cAp quyén truy cip
vao thu muc thong qua FTP hodc truy cép he
quan tri co s& dit liéu tir xa thong qua cap quyén.
Qua so dd trén co thé thay dir liéu duoc chia sé

Dir liju GIS
(shapefile,

L trik dwdi cic dinh dang khic nhau

Thr muc lwa trie
dir lifu trén
Server

Cip quyén truy cip

abase, vv ...}

geodat

L]

Cic b quin trj oo sé dir li |
(SQL Server, PmnmsQL .

|| CAp quyen truy cip

Hinh 1: So do chia sé dir liéu hé thong GIS
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du6i nhiéu dinh dang khac nhau, dong thoi
mudn truy cap dir li€u tir cac hé quan tri co so dir
liéu can tién hanh cai dat hé quan tri co so dit
liéu twong dwong may chu hodc cac phan mém
cung cap kha nang két ndi tir xa & cac may khach
dén cac may chu.

Viéc theo dbi hién thi dit liéu theo thoi gian
thuc duogc thue hién theo mot s6 hinh thirc nhu
sau: (1) thyc hién viéc truy vén dit liéu theo mot
khoang thoi gian cho trude vi du nhu ung dung
theo ddi hoat dong cua hé thong pha tai Sydney
nuéce Uc [3]; (2) thuc hién viéc theo ddi su thay
dbi dir lidu tai cac bang trong co s6 dir liéu thong
qua céac trigger vi du nhu cac ham notify va lis-
ten trong hé quan tri PostgreSQL [4] dir liéu khi
c6 su thay ddi s& duoc gt mot thong bao tdi hé
thong may chu dé thyc hién cac thao tac xu 1y.

2.2. Nghién ciru gidi phap va cdc cong nghé
xdy dung hé thong giam sdt cdc tham so moi
truong

Ttr cac danh gia trong muc 2.1 cho thay dugc
cac han ché cta viéc chia s¢ dit ligu GIS. D¢
khic phuc céc han ché nay can xady dung mot h¢
thdng méy chu cho phép cung cap dit liéu dudi
dang chuan chung cho phép dé dang st dung va
truy cap tir cac ung dung, nén tang thiét bi khac
nhau. Rest full API la gidi phap duoc dua ra
trong vi¢c chia s¢ dir liu. Voi dac diém st dung
giao thtc HTTP (HyperText Transfer Protocol)
v6i cac phuong thire GET (lay dit liéu vé), POST
(tai dir liéu lén), PUT (cap nhat dir liu),
DELETE (x6a dit liéu) Rest API c¢6 thé dé dang
cung cép cac dich vu gtri nhan dir li¢u dén cac
nén tang khac nhau thong qua URL (Uniform
Resource Locator). Cac may khach chi can két
ndi dén dia chi URL va truyén cac tham s khéc
nhau theo dinh nghia c6 san tir cic nha cung cap
dich vu API d¢ 1ay dugc dir lidu vé sir dung cho
cac hé thong khac nhau.

Hién nay c6 rat nhiéu framework khac nhau
gitp thiét 1ap cac Rest API, tuy nhién nghién ciru
sit dung framework NodelS dé xdy dung hé
thong server cung cip cac Rest API do NodeJS
1a framework duoc hd trg manh mé tir cong dong

céc nha phat trién v6i 49.9% s6 luong cac nha
phat trién lua chon dé phat trién cac hé théng [5].
Viéc bao mat va xac thuc cac API duoc thuc hién
v6éi JSON Web Token 1a mot chuan mo (RFC
7519) dinh nghia nho gon va khép kin dé truyén
thong tin mdt cach an toan gitta cac bén dudi
dang ddi twong JSON. Théng tin nay c6 thé duoc
xac minh va dang tin cdy vi nd cé chura chir ky
s6. JWTs c6 thé duoc ky bang mot thuat toan bi
mat (véi thuat toan HMAC) hoac mot public /
private key st dung ma hoa RSA.

Quy trinh xac thuc Restful APl dugc thuc
hién voi JSON Web Token thong qua 5 budc nhu
sau:

1) May khach (Client) giri mat khau (pass-
word), tén dang nhdp (username) t6i may chu
(server) nham dé xac thuc viéc dang nhap

2) Néu dang nhap thanh cong phia back-end
s& tao ra mot chudi dang json web token giri vé
cho may khach (client)

3) Client nhén token do, rdi luu trir tai cook-
ies, storageSession, vv ...

4) Khi client mudn ldy dit lidu thi luon giri
kém token nay lén cung voi giao thirc http
request.

5) Server nhan dugc http request tur client s€
kiém tra token nay c6 ton tai hay khong? Néu co
s€ cho thuc hién tiép, con khong s€ chan lai va
c6 thé bao cdo vé dia chi IP nay.

PostgreSQL 1a h¢ quan tri dir li€u dugc tac
gia lya chon véi cac yéu to nhu sau:

+ Hb trg két ndi tir cac phan mém bién tap
ban dd khac nhau nhu ArcGIS, QGIS va tir cac
hé théng may chi GIS khac nhu ArcGIS Server
hay GeoServer

+ Cung cp co ché listen dé ling nghe moi sy
thay d6i nhur thém méi, chinh sira dit liéu, co ché
notify giup giri mét thong di€p tdi may chu hodc
chuong trinh xtr 1y théng bao vé su thay ddi
trong co sé dir lidu, diéu nay quan trong trong co
ché hoat dong thoi gian thuc cia hé thong.

+ C6 6 lwong 16n cac ham truy véan, phan
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tich dir liéu khong gian véi hon 300 ham thay vi
chi hon 70 ham nhu hé quan tri co s dir licu
SQL Server [6]

+ HJ tro luu trit dir liéu GIS véi thanh phﬁn
mo rong PostGIS

Hién nay cong nghé gtri nhén cac thong bao
theo thoi gian thyc rat da dang vi du véi cac
cong nghé cua google nhu google cloud mes-
sage, cac thu vién nhu Pusher hay socket.io. Cac
dic diém cua timg cong nghé s& dugc phan tich
sau day:

+ Vi google could message hd tro tot cho co
so dir lidu firebase ctia google, tuy nhién nhugc
diém cua co so dit liéu nay 1a chi mién phi véi
5000 luot yéu cau truy cap web mot ngay, ngoai
ra firebase gap kho khan trong viéc luu trir dir
liéu khong gian va viéc cung cép cic ham truy
van dit liéu khong glan Cong nghé nay cho phép
gui thong béo toi da nén tang va da thiét bi

+ Pusher cung cip co ché giri thong bao t6i
da nén tang va da thiét bi. Tuy nhién, cong nghé
nay c¢6 nhuoc diém chi hd trg giri thong bao
mién phi cho 1000 thiét bi, néu giri théng bao téi
sO luong thiét bi 1on hon nha phat trién s& phai
tra phi.

+ Socket.io hd tro cung cap thong bao téi da
nén tang va thiét bj va khong bi phu thudc vao sb
luong thiét bi ciing nhu sd lugng ngudi truy cap.
Tuy nhién, cong nghé nay hd tro tot khi sy dung
v6i cac ung dung website, cong nghé nay doi hoi
thiét bi ludn phai giir két ndi giita may khach va

may chii hay noi cach khac thiét bi ludn phai
hoat dong tryc tuyén.

Tu thyc trang tai cac tinh mién nai noi hay
Xay ra cac tai bién thién nhién méi trudng nhu i
quét, sat 16 dat thuong co co sé ha ting mang
internet khong 6n dinh va chit lugng thap. Do
do, can c6 thém co ché giri thong bao dic thu khi
khong ¢ két néi mang, vi du nhu giri théng bao
qua céc tin nhan dién thoai. SMS (short message
service) API cung cAp dich vu giri cac tin nhan tir
cac website hodc cac ung dung dién thoai. SMS
API cho phép giri cc tin nhin t&i nhidu s dién
thoai ciing mot lac. Tuy nhién, hién nay da sb
céc nha cung cap SMS API déu tinh phi cho viéc
guri nhan céac tin nhin nay.

2.3. Xdy dung hé thong gidm sdt cdc tham
0 moi truwong

So do hoat dong cua hé théng duoc thé hién
nhu hinh du6i day: (Xem hinh 2)

Dit liéu s& duoc thu nhan tir cdc cam bién
dudi dang JSON, cac dir li€u nay sau do s€ duoc
luu trlr vao h¢ quan tri co so dit liéu PostgreSQL
thong qua cac API dugc cung cép cho hé thong
cam bién. May cha hé thong xur 1y dit liéu thoi
gian thyc b'fmg viéc st dung bo thu vién
socket.io két hop v6i 2 co ché ling nghe (listen)
va thong bao (notify), 2 co ché duoc cung cip
boi PostgreSQL. Khi ¢6 dir liéu méi dugc cap
nhét vao h¢ quan tri co sd dir li€u, mot thong bao
(notify) s& duoc giri dén méy chu, socket.io trén
méy chu s& ling nghe cac thong bao nay va phat
di thong bao tdi tat ca cac may khach néu nhan

Sensors
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- GealSON, Natify . . o
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Nadeds
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Hinh 2: So' do hoat dong cua hé thcfng
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duoc bat ki thong bao nao tir PostgreSQL. May
khach s€ chi duoc lam mdi lai khi nhan duoc
thong bao tir phia may chu, diéu nay khic phuc
duge nhuge diém phai lam moi lai trang lién tuc
trong thoi gian ngin gy tic nghén mang hoic
giam hiéu ning cua hé théng. Khi may khach
mat két ndi mang, hé théng s& chuyén dbi qua co
ché guri tin nhan SMS bang viéce str dung thu vién
Nexmo. Hai co ché giri thuc hién song song véi
hai muc dich

+ St dung socket.io dé giri thong bao t6i
ngudi quan tri do hé théng ludn can duoc theo
ddi va doi hoi can c6 két nbi mang.

+ St dung Nexmo SMS API giai phap cho
phép gui tin nhan SMS dbi véi nguoi dan tai cac
khu vuc khong co két ndi hodc két ndi mang
khong 6n dinh.

(Xem hinh 3)

Céc tin nhin tir website s& thong qua cac hé
thong API chuyén vé h¢ thong SMS Center va
giri tryc tiép thong qua cac hé thdng GSM tdi cac
thiét bi di dong.

Ngoai ra, hé théng con cho phép tuong tac,
thuc hién cac phép truy van khong gian véi cac
dbi tugng trén ban d6 thong qua bd thu vién
Leaflet. B¢ thu vién Leaflet dugc lya chon do str
dung ngdn ngir 1ap trinh JavaScrlpt tuong dong
v6i ngdn ngir 1ap trinh hé théng may chu, diéu
nay gitp gidm chi phi nhan céng ciing nhu thoi

gian xay dung hé théng. Hon nira, Leaflet 1am
vi¢c voi dit ligu dau vao dang GeoJSON phu hop
voi chuan dit liéu dau ra ctuia h¢ thong cung cap

[7].

Hé théng duoc thiét ké voi cac chirc nang
chinh sau:

- Thu nhén dit liéu tr cac thiét bi cam bién

- G céc canh bao téi nguoi su dung khi co6
nguy co xay ra cac tai bién thién nhién.

- Chia s¢ dir li€u thong qua cac API

- Hién thi, tuong tac voi cac doi tuong trén
ban do6 tai khu vuc nghién cuu.

3. Két qua va danh gia

H¢ thong nghién ciru duge ap dung dé theo
doi dir liéu d6 4m cua dat theo thoi gian thuec.
Khu vyc gidm sat 1a tinh Lai Chéau, thudc ving
nui phia Bac Viét Nam, noi c6 nguy co xay ra lii
lut va sat 1o dat. Dir liéu vé do am cia dat sé
duogc thu thap thong qua cic cam bién dit tai cac
tram quan trac. Sau do, dir lidu s& duoc truyén vé
may chu ¢ dinh dang JSON va dugc luu trit
trong h¢ quan tri co s¢ dir ligu. Dudi day la mot
vai dich vy hé théng cung cép thong qua Restful
API

Vi du dir liéu duoc tra vé véi API ldy danh
sach cac tram do:

http://103.163.119.33:3000/stations

((tAJ))

& (w3

Hinh 3: So d6 hoat déng ciia hé thong SMS API [7]
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bia chi truy cdp hé thong nhu sau:
http://103.163.119.33:3000/

(Xem hinh 4)

Céc diém mau cam thé hién vi tri cac diém
hay xay ra trugt 16, Cac biéu tugng tram thu phat
song thé hién vi tri dat cac tram quan trac céc

diém mau do nhap nhay thé hién vi tri canh bao
¢ nguy co xdy ra tai bién thién nhién. Ngoai ra
hé thdng con cnng cip thdng ké dir liéu theo bicu
dd. (Xem hinh 5, 6)

Hé thong dugc xay dung di dap ing dugc cac
muc tiéu dé ra. Tuy nhién, viéc guri nhan thong
bao hé thong hién tai dang xdy dung trén 2 nén
tang khac nhau (1) thong bao trén nén WebGIS
1a thanh phan thong bio mau d6 goc dudi bén
trai man hinh cac hinh 3, 4, 5 dugc thuc hién boi
co ché listen va notify ciia PostgreSQL; (2). gy
su bat tién ciing nhu ton kém trong viéc duy tri
hé thong (viéc guri tin nhdn SMS phat sinh chi
phi 16n khi sé lugng ngudi nhan ting 1én), giai
phap dugc dua ra c6 thé lién két véi cac nha
mang dé dugc cung cip cac dich vu giri nhén tin
nhin mién phi trong cac trudng hop khan cip.

Hé théng dugc xay dung dong vai tro tr gitip
cling nhu chi 1a mdt dong gop cho viée xac dinh
va canh bao sdm cac tai bién thién nhién.

HE THONG GLAM SAT DO AM DAT. MUC DO HAN DAT, TRUOT LO DAT TINH LAI CHAL

Hinh 4: Ung dung gidm sdt tham s6 méi truong tinh Lai Chéu

HE THONG GLAM SAT BO AM BAT, ML

L L
L

DO HAN AT

TRUGT LODAT T
-

INH LA CHAL

Hinh 5: Céc théng s6 quan trdc tai I tram
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HE THONG CLAM SAT M

Do SACH CAC TRAM
ARG Gl AT AT

e e S L D g A s o e

FAM BAT, MUC BO HAN BAT

iy e e e o 1 sk i g £ e

TRUGHT LOF BAT TINH LAI CHAL
i L\

ol Gk akr b0 LT | i Wl

Hinh 6: Biéu do thong ké gid tri do cdc théng sé do tai cdc tram theo khodng thoi gian

4. Két luin

Hé thong dugc xay dung hoan toan trén céc
cong nghé ma ngudn ma do do6 gitp giam chi phi
xay dung hé théng, Ngoai ra viéc chia sé dir li¢u
qua API giup ting kha ning chia s¢ da nén tang
cling nhu thong nhat chung duoc dinh dang dir
lidu giira cac hé théng khac nhau. Hé thong ciing
g6p phan vao viéc dua ra cac thong tin canh bao
cling nhu giai phap guri cac canh bao téi nguoi
dan trong khu vuc c6 thién tai.

Bai bao 1a mot phan két qua nghién ctru cua
dé tai cap BO, ma sb CT.2019.01.05. Qua bai bao
nhém nghién ciru giri 161 cam on t6i dé tai vi
nhitng dinh huéng va hd tro quy bau trong sudt
thoi gian nghién curu.O
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Summary

Development of a landslide monitoring system based on open source platforms
Nguyen Mai Dung, Dinh Bao Ngoc

Faculty of Information Technology, Hanoi University of Mining and Geology

The acquisition of weather parameters such as humidity, temperature and rainfall in real-time is
one of the important factors of the monitoring and warning system of natural disasters. This article
provides a solution for a real-time environmental data collection system and a data sharing service
to the third-party applications in the form of an API (Application Programming Interface). Open-
source technologies are used for the constructing the the system. The server back-end is built on the
NodelJS platform, the database is stored in the PostgreSQL database management system. In addi-
tion, the article also introduces a solution to send alert information to users via Pusher platform on
website or via SMS on mobile phone. The system is designed as a central component to connect
between the environmental data collection system module and the decision support module to help
local government to analyze data and give warnings of natural hazards and environment.OQ
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Summary

Selection of multi-criteria analysis methods to prioritize protection and restoration of wet-
land ecosystems

Nguyen Thanh Thuy, Vietnam Institute Of Geodesy And Cartography

Wetland ecosystem effected and threated by many negative factors that lead to degeadation of
eosystem functions and service values. Therefore, the requirement is to determine which ecosystems
need to be prioritized for protection and restoration in order to come up with appropriate policies
and technical measures to maintain, restore and develop these ecosystems. wetland ecology in a sus-
tainable way - this is a complex, multi-aim, multi-criteria problem, including qualitative and quan-
titative information. Basing on the overview and evaluation of multi-criteria decision methods
which have been used in Vietnam and over the world, this paper proposes the combination of multi-
criteria analysis methods AHP and TOPSIS to define the protection and restoration priority of wet-
land ecosystems (Case study in Dong Thap Muoi region).OQ
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